
 

If You Are Affected 

Report scams to Action Fraud (0300 123 2040 or actionfraud.police.uk) 

Report scams or rogue traders to Warwickshire Trading Standards (via Citizens Advice Consumer Service on 03454 040506).  

For support if you are affected by a crime, contact Victim Support on 01926 682 693. 

 

   

 

 

 

 

  

 

 

 

 

 

 

 

    

 

  

GDPR Fraud Rises As Criminals Send Scam Emails 
New data laws are being used by scammers to steal  
personal information.  

To comply with the regulation, legitimate companies  
sent emails asking for consent from their customers to  
continue communication with them.  

Criminals have now taken this as an opportunity to send scam emails, asking recipients 
to click on links and enter their personal details on a fake web page. 

Natwest, Apple and AirBnB are just some of the companies criminals have claimed to be 
emailing from; asking victims to enter personal details in order to 'keep hearing from 
them'. 

TOP TIPS 
- Most companies should let you sign in to your account via their website (rather than 
clicking an email link) to allow or deny them the right to still make contact with you 
- Only enter your personal details on sites which contain HTTPS within the address bar 

TSB Scam Emails 

A recent system issue with TSB has seen criminals exploiting the opportunity to contact victims with scam emails & text messages to try and clear their bank accounts. 

Fraudsters use specialist software which changes the sender ID on text messages so it appears to be from TSB. In some cases, the scam text even appears in existing TSB 

message threads on your phone. Clicking on links takes victims to a fake site to enter personal information, including a phone number and their online banking log-in 

details. Criminals then call the victim to ask for the unique code sent via text to their phone in order to log in to the victims banking account to steal their money. 

TOP TIPS 

- Never click on links in text messages or emails claiming to be banks 

- Sign in directly to your online bank account via an app/web browser to check for updates 

 

Trading Standards Waring Over Copycat Websites 

Warwickshire Trading Standards have reported that residents are paying 

money to copycat websites. One resident received an email to remind him to 

renew his European Health Insurance Card (EHIC).  

The email, which turned out to be a scam, directed  

him to a copycat website where he ended up paying  

£27 for a card - which is actually free of charge. 

 

In recent years there has been a drive to remove copycat websites from the 

top of Internet search pages, which may be encouraging the operators of 

such websites to send links via unsolicited emails. 

TOP TIPS 

- Always use .gov.uk websites when looking for an official form or document 

- Never download forms from emails or click on links in them to complete 

any form. Go directly to the legitimate website 

 
 

http://www.actionfraud.police.uk/
https://www.citizensadvice.org.uk/consumer/get-more-help/if-you-need-more-help-about-a-consumer-issue/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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Follow Us on Social Media for the Latest 

Cyber Crime News 

Facebook 

facebook.com/cybersafewarwickshire   

Twitter @CyberSafeWarks  

Instagram Cyber_Safe_Warks 

or visit www.cybersafewarwickshire.com 

 

 

 

 

 

 

   

  

 

   

  

 

  

   

JUNE’S TOP TIP: Watch Out For Ticket 
Fraud This Summer 

• Buy tickets from trusted websites; 
which have HTTPS and a padlock within 
the address bar 

• Research reviews of any company you 
have not heard of, before considering 
buying from them 

• Do not trust social media posts, emails 
or text messages offering tickets for 
‘SOLD OUT’ events or attractions; or 
ones on offer at a very low price 
 

Royal Guest Name Game Shares Vital Info To Criminals 

Social media users have joined in the recent Royal Wedding 

celebrations with viral games which let to create their own 

'Royal Guest name'. 

Whilst this seems like harmless fun; it  

actually provides criminals with vital  

personal information about users  

they may not wish to have shared. 

One version asked users to use the  

name of a pet as a first name; a  

parent or grandparents’ maiden name for the surname; and 

the location of your personalised Lord or Ladyship is your 

own street name! Users are asked to share their own guest 

names; and encourage others to share theirs as well. 

All of this information is commonplace for security questions 

when ringing up your bank - making it very easy for criminals to 

pretend to be you; and scam you out of money. Sharing this to 

friends only extends the number of people criminals have 

potential details for. 

TOP TIPS 

- Always be aware of what details you are sharing on social 

media (even if it seems like fun) 

- Keep your privacy settings up to date so only those you know 

and trust can see the information you do share on social media 

 

 

World Cup Scams Increase 

Warwickshire residents are warned to beware of 

scams using this year's FIFA World Cup name & logo.  

The warning comes as a Nuneaton resident reported 

receiving a bogus 'International FIFA World Cup lottery 

letter' that stated she had won £900,000. Bogus 

lotteries work by asking 'winners' to send money 

and/or personal and financial information to receive 

their non-existent prize.  

Criminals also use emails, text messages and social 

media for other World Cup related scams. These 

include scam prizes from tournament 'sponsors'; 

fraudulent discount merchandise; and virus-laden 

links to watch matches live online. 

TOP TIPS 

- Don't share any personal details  

to unsolicited emails, texts or letters 

- Stick to known, trusted websites  

when live streaming  

(e.g. BBC iPlayer) 

- Be aware that criminals will use major events such as 

the World Cup to spread phishing emails and viruses; 

so be on guard 

http://www.actionfraud.police.uk/
https://www.citizensadvice.org.uk/consumer/get-more-help/if-you-need-more-help-about-a-consumer-issue/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/cybersafewarwickshire
https://twitter.com/CyberSafeWarks
https://www.instagram.com/cyber_safe_warks/
http://www.cybersafewarwickshire.com/
http://www.facebook.com/cybersafewarwickshire
https://twitter.com/CyberSafeWarks
https://www.instagram.com/cyber_safe_warks/

