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• Over 4,100 residents 
engaged with in 2018/19 
by the Cyber Crime 
Advisors 

• 32,000 hits on the 
partnership’s Cyber Safe 
Warwickshire website 

• Over 5,000 engagements 
via the Partnership’s 
newsletters, alerts and 
email update platforms 

• Ongoing support to the 
local business community 
with events and visits 

• Over 1,600 children and 
young people engaged 
with in 2018/19 by 
Partnership members

• Ongoing local insight 
into the cyber crime 
experiences of our 
communities 

• Best practice in 
Warwickshire is regularly 
promoted at a regional 
and national level 

• Victims locally continue 
to be supported, with 
UK-first schemes putting 
victims and survivors first 

• Successful prosecutions 
as a result of the ‘Pursue’ 
work conducted by 
Partnership members

SUMMARY  
OF SUCCESS
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The Cyber Crime Advisors 
have created a vulnerability 
matrix to identify groups in 
our communities who may 
be particularly vulnerable to 
cyber crime.  

The Cyber Safe Warwickshire 
Partnership aims to empower 
the communities it serves 
to be safe and secure in a 
digital world, and is made up 
of representatives from:

• Warwickshire & West 
Mercia Police(including 
Safer Neighbourhoods 
Teams, Economic Crime Unit, 
Communications and Specialist 
Operations) 

• Warwickshire Office of the 
Police and Crime Commissioner 

• Coventry & Warwickshire  
Federation of Small Businesses 

• Warwickshire &  
West Mercia Community 
Rehabilitation Company 

• IBM 

• Warwickshire  
Neighbourhood Watch 

• National Probation Service 

• Nuneaton & Bedworth  
Borough Council 

• Warwick District Council

• Warwickshire County Council 
(including Community Safety, 
Trading Standards, Early  
Help and Targeted Support,  
and Education) 

• West Midlands Regional 
Organised Crime Unit 

• Coventry & Warwickshire 
Chamber of Commerce 

• Victim Support Warwickshire 

• Coventry University 

• Warwickshire Youth  
Justice Service 

• North Warwickshire  
Borough Council 

• Rugby Borough Council 

• Stratford District Council
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The aim of the partnership 
is achieved through 
the monitoring of the 
Cyber Safe Warwickshire 
Partnership Action Plan, 
which is divided into four key 
objectives, based on the 4 
P’s: Protecting businesses 
and the public from cyber 
crime; Preparing businesses 
and the public for post-
event resilience; Preventing 
people from becoming cyber 
criminals; and Pursuing 
organised criminals by 
prosecution and disruption.

This report will address the 
work of the partnership in 
the financial year 2018/19 
to achieve these objectives, 
and will be presented in the 
following sections: 

• Awareness, Learning & Training 

• Engaging with  
Communities & Businesses 

• Youth Engagement Events, 
Campaigns & Projects 

• Intelligence, Research & Reports 

• Supporting Victims of  
Cyber Crime 

• Preventing & Pursuing  
Cyber Criminals
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Covering April 2018 - March 
2019, the National Fraud 
Intelligence Bureau (NFIB) 
released a ‘Cyber Profile’ 
dashboard of Police Force 
areas, covering information 
related to reported cyber 
crimes. During this year, 
Warwickshire had 155 
reported crimes, with a total 
of £132,000 lost by victims 
in the first 6 month period. 
The number of reported 
crimes made up 0.8% 
of the national level. For 
comparison, Warwickshire 
has 1% of the total 
population of the UK.  

72% of the  
reports were from 
individuals, and 18% 
were recorded from 
businesses.

STATISTICS & 
VULNERABILITY

The most prevalent  
reported crime types for the 
period were: 

1. Hacking (Social Media & 
Email) = 34% 

2. Computer Virus/ 
Malware = 23% 

3. Hacking (Personal) = 19%

3 in 20 victims were 
identified as ‘vulnerable’ via 
the use of demographics. 9% 
of fraud victims requested 
victim care following their 
crimes.

In comparison, a national 
dashboard showed that 4 
in 20 victims are described 
as vulnerable, while 14% 
request victim care.
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Action Fraud uses 
demographic data to 
determine the vulnerability 
of cyber crime victims. 
Within the Cyber Safe 
Warwickshire partnership, 
a working definition for 
vulnerability has been 
developed:

This definition sits alongside 
a vulnerability matrix, 
which outlines six specific 
groups and/or individuals 
who are regarded as being 
increasingly vulnerable to 
cyber crimes, in comparison 
to the general population. 

An individual is 
considered vulnerable 
in the context of Cyber 
Crime if their level of 
confidence with online 
activities impairs 
the ability to defend 
themselves from the 
dangers online.

These are:  

• The elderly 

• Children & young people (Split 
between primary ages up to 12, 
and secondary ages up to 18) 

• Previous victims of cyber crime 

• Those who are lonely  
and isolated 

The matrix outlines six 
specific groups and/or 
individuals based on this 
definition; the elderly; 
children and young people 
(split between primary ages 
up to 12, and secondary 
ages up to 18); previous 
victims of cyber crime; 
those who are lonely and 
isolated; and individuals 
with learning difficulties. 
The matrix is used as an 
engagement tool for many 
of the projects undertaken 
by the Cyber Crime Advisors, 
who are funded funded by 
the Warwickshire Police 
and Crime Commissioner, 
and hosted within the 
Community Safety Team 
of Warwickshire County 
Council. It outlines any 
specific cyber crimes the 
groups and individuals 
may be vulnerable to, key 
messages associated with 
these, the best methods 
of communications for 
these messages, and a list 
of support services with 
expertise for these groups. 
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Websites & Social Media
Members of the partnership 
use their social media 
channels and websites to 
raise awareness to the public 
of cyber crime issues to great 
success. One example of 
this is the use of the Cyber 
Safe Warwickshire social 
media pages and website. 
In 2018/19, over 32,000 
engagements (which includes 
shares, views, likes) were 
made via the Cyber Safe 
Warwickshire platforms. Key 
messages are also shared 
across the partnership by 
multiple accounts to provide 
consistency to individual 
residents and businesses, 
along with reliable advice.

The social media and 
websites of the Cyber Safe 
Warwickshire Partnership 
members can be found at 
the end of this report.

#BeCyberSmart Campaigns
The #BeCyberSmart 
campaign, which is led by 
Warwickshire Police runs 
throughout the year, noting 
seasonal trends and holidays 
which key messages can be 
linked in with. Dating Fraud 
is the focus for February, 
while online shopping 
messages are shared in 
November and December 
in the run up to Christmas, 
encompassing Black Friday 
and Cyber Monday. These 
messages are in addition to 
information about identity 
theft, which is shared by 
partners in June, as part of 
Citizen’s Advice Bureaux 
Scam Awareness Month.

AWARENESS, 
LEARNING & 
TRAINING
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Newsletters,  
Alerts & Updates
Across the Partnership, 
multiple newsletters, updates 
and alerts are emailed to 
interested Warwickshire 
businesses and residents, 
to keep them aware of the 
latest scams, crimes and 
news. Warwickshire Trading 
Standards send their scam 
alerts to 2000 residents 
and businesses; whilst 
Warwickshire Business 
Watch shares its latest news 
and reports of incidents to 
over 1000 businesses. In 
addition to these, both the 
Cyber Crime Advisors and 
Neighbourhood Watch also 
use similar formats to keep 
Warwickshire residents in 
the know of the latest scams 
and cyber crime information, 
with key, consistent 
prevention messages 
shared across all platforms.
Thousands of subscribers 
receive these emails on an 
ad-hoc basis.

Videos 
This year, a key method 
of engaging online with 
residents and businesses 
has been via videos. In early 
2018, Warwickshire Police 
created a campaign focussing 
on Cyber Bullying. One video 
saw the mother of teenager 
Felix Alexander talk about 
the extent to which her son 
was bullied online, leading to 
him taking his own life as a 
result.  
 
 
 

Three animated videos were 
also produced as part of a 
wider campaign to provide 
advice to those affected by 
cyber bullying. Warwickshire 
Trading Standards had two 
videos produced for the 
public, one highlighting the 
rules of imported goods and 
the re-sale of these; and 
another offering advice on 
what do when purchasing a 
used car online. The Cyber 
Crime Advisors have also 
continued to promote the 
videos produced for seasonal 
campaigns, notably the 
‘Cyber Samta’ Christmas 
campaign throughout 
December, and general 
‘Cyber Sam’ talking  
head videos.
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Cyber Crime  
Sessions & Training
Training is one of the largest 
parts of delivery for the 
Cyber Crime Advisors. Their 
main training package is 
a standard cyber crime 
awareness presentation, 
advising attendees of the 
most common forms of cyber 
crime, as highlighted in the 
2017 Warwickshire Cyber 
Crime Survey. Preventative 
advice to reduce the risk of 
falling victim to these is also 
provided, as well as advice 
for recovery, if they are 
already affected by any form 
of cyber crime. In 2018/19, 
the Advisors trained 
over 4,000 Warwickshire 
residents with their cyber 
crime session.

Prevent Online Grooming 
In addition to general cyber 
crime training, the Cyber 
Crime Advisors teamed up 
with Warwickshire’s Prevent 
Officer to create a session 
for parents, carers and youth 
professionals. 
The aim of 
this session 
is to make 
these 
individuals 
aware of 
the online 
grooming process, the latest 
social media and gaming 
trends, and 
to offer 
advice on 
protecting 
and 
supporting 
young 
people 
online. 
In 2018/19, 780 people 
attended these sessions in 
schools and in community 
centres across Warwickshire, 
with very positive feedback 
received by those engaged.

The training today  
was a complete insight 
for me.

It was excellent!

Very informative 
and useful.
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Cyber Champions
The Cyber Champions 
scheme sees professionals; 
youth groups and community 
leaders receive cyber crime 
training, with a view to them 
sharing their newly found 
knowledge in this area with 
others. These could be 
vulnerable individuals they 
encounter in their job roles, 
voluntary capacity, or those 
in their wider community. 
The training ensures key, 
consistent messages are 
spread across the county, 
and that the Cyber Safe 
Warwickshire website is used 
as a resource for Champions 
to signpost individuals to for 
help and advice. 

In 2018, 168 new 
Champions were trained, 
from organisations such as 
AgeUK Warwickshire and 
Warwickshire Community 
and Voluntary Action 
(CAVA). Those working 
or volunteering alongside 
particularly vulnerable 
residents who are trained 
as Cyber Champions 
also receive inputs from 

ENGAGING WITH 
COMMUNITIES & 
BUSINESSES

Warwickshire Police’s 
Designing Out Crime 
Officer(s), and Warwickshire 
Trading Standards, covering 
wider concerns relating to 
crime, particularly scams  
and frauds.
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Business Visits
A core function of the 
Business Crime Advisor’s 
role is to engage with local 
businesses and offer crime 
prevention advice to these, 
which has continued in 
2018/19. Many visits were 
made to local retailers 
and SMEs over the course 
of the year, frequently in 
partnership with the local 
Safer Neighbourhood 
Teams (SNTs), where cyber 
crime prevention advice is 
delivered.

Local Community  
Groups & Public Events
Throughout the course of 
the year, the Cyber Crime 
Advisors have engaged with 
the community at multiple 
events. This included a 
tour of local Warwickshire 
libraries in October as part 
of the service’s ‘Get Online 
Week’; and roadshow 
events alongside partners 
in North Warwickshire 
over the summer months. 
Regular engagements 
with local older residents 
groups, and sessions for 
individuals with learning 
difficulties are also made to 
increase awareness of how 
these vulnerable groups 
can protect themselves 
online. Public events, such 
as the Leamington Gaming 
Expo event in February 
2019, are also visited to 
share key messages and 
engage with the public. In 
many cases, the Digital 
PCSO and Business Crime 
Advisor provide support 
and resources for these 
engagements.
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Business Events
In November, the 
Business Crime Advisor 
partnered with Coventry 
& Warwickshire Local 
Enterprise Partnership (LEP) 
to support Coventry & 
Warwickshire Chamber of 
Commerce’s ‘Warwickshire 
Growing Economy’ event. 
Hosted at Warwickshire 
BMW Hams Hall Plant, the 
event enabled advice to be 
given in preventing business 
cyber crime, and enabling 
business development. 

Helen Barge, Partnership 
representative from 
the Federation of Small 
Businesses has also engaged 
with multiple local, regional 
and national partners in 
relation to business cyber 
crime this year. 
 

Events such as the National 
Cyber Security Centre 
anniversary event, National 
Police Chiefs Council event 
and multiple business Expo’s 
have been supported by 
Helen. Inputs have also been 
provided by Helen to the 
business community on a 
regular basis.

This is in addition to ongoing 
projects, including support 
being offered to local 
businesses to be ‘GDPR-
ready’, as the new regulation 
has implications for the 
cyber security of businesses. 
Work is also continuing to 
encourage businesses to 
report any cyber incidents 
to Action Fraud, as it is 
recognised nationally that 
such incidents are under-
reported.
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Game Safe  
Warwickshire 2019
In April 2018, the Cyber 
Crime Advisors ran the 
Game Safe Warwickshire 
event for year 7 & 8 
students across the county. 
The event aimed to raise 
awareness of the risks of 
online grooming via gaming 
platforms, using the true 
life story of Breck Bednar, 
as told by his mother, Lorin 
LaFave. Lorin set up ‘The 
Breck Foundation’ after 
her son was murdered by 
someone who had groomed 
him online over an 18-month 
period. 370 people attended 
one of three sessions which 
were held throughout the 
day.

YOUTH ENGAGEMENT 
EVENTS, CAMPAIGNS 
& PROJECTS

Trading Standards  
Talking Shop
Warwickshire Trading 
Standards deliver an online, 
in real-time, ‘Talking Shop’ 
session to college and 
sixth form students across 
Warwickshire. These cover 
information relating to cyber 
crime, financial literacy and 
consumer rights. Over 1000 
students have taken part in 
these sessions.
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Victim Support  
Sessions in Schools
Victim Support Warwickshire 
delivers a host of activities 
to school around the topic 
of cyber crime and online 
safety. In primary schools, 
a ‘Thumbs Up To No 
More Bullying’ assembly 
has been created and 
delivered to explore the 
impacts of bullying, both 
on and offline. The team 
also deliver assemblies and 
classroom activities around 
online safety. One example 
of this can be seen with all 
Year 7 students at North 
Leamington School taking 
part in classes delivered 
by Victim Support and the 
Cyber Crime Advisors in 
2018, when topics such as 
password security and online 
grooming were covered.

‘Be Cyber Kind’  
Competition 2019
Following the success of 
the 2018 competition, 
Warwickshire Police and the 
Cyber Crime Advisors once 
again ran the #BeCyberKind 
competition. This tasked 
children and young people to 
create a written piece (such 
as a poem, song or rap) on 
the topic of being kind online 
and sharing respect. Over 
170 entries werereceived 
in 2019 from Warwickshire 
schools, with a 1st, 2nd and 
3rd place entry chosen in 3 
age categories (6 – 8; 9 – 11; 
12+). These winning entrants 
all received prizes, and their 
creative writing is shared 
regularly online to promote 
messages relating to cyber 
bullying, online hate and 
malicious communications.

All of the winning  
entries from both years  
of the competition can  
be found at  
safeinwarwickshire.com/sid2019
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Warwickshire CSE  
Annual Youth Conference
The third annual 
Warwickshire Child Sexual 
Exploitation (CSE) Team’s 
Youth Conference, which 
took place in April 2018, 
focused on social media. 
Over 200 students from 
Warwickshire schools 
attended the event, 
which was organised 
by Warwickshire CSE, 
WCC Public Health, the 
Cyber Crime Advisors 
and Warwickshire Police. 
Workshops ran throughout 
the day to raise awareness 
of online issues such as 
online friendships on social 
media and sextortion. The 
event also provided the 
opportunity for young 
people to share their 
experiences of social media, 
and what more could be 
done to protect them when 
they are online.
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Coventry University 
Research Project
Dr Alexeis Garcia-Perez and 
Dr Anitha Chinnaswamy 
conducted the research 
project ‘How secure City 
Councils’ data is? Implications 
for the community and the 
Council’. The study looked 
into how human behaviour 
is a crucial factor in cyber 
crime being successful 
against local authorities. 
The findings of this report 
indicated that more 
training and better incident 
management is needed to 
try and prevent such attacks 
from occurring, and limiting 
the impacts of any successful 
attacks.  
 
Eat, Sleep, Selfie, 
Repeat: Growing Up In 
Warwickshire with Social 
Media - Public Health 2018 
Social Media Report
The 2018 Director of Public 
Health’s Annual Report 
focussed on the theme of 
the impact of social media 
on the health and well-being 
of Warwickshire’s young 
people. Over 2,000 of 
Warwickshire’s young people 
responded to a survey asking 
how they use social media 

and the 
ways that it 
affects them. 
Some of the  
findings include:  

• 89% of young people in 
Warwickshire use social 
media 

• 69% of young people 
in Warwickshire said 
they felt included and 
connected to friends 
through social media 

• 55% of young people in 
Warwickshire said they 
could be themselves on 
social media  

• 68% of young people in 
Warwickshire say they 
would stick up for a 
friend if they were being 
bullied on social media.

 
The full report can be 
accessed here.

INTELLIGENCE,  
RESEARCH &  
REPORTS
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Local Action  
Fraud Dashboard
The annual dashboard for 
national and local cyber 
crimes from Action Fraud 
helps to inform the work 
of the partnership. The 
dashboard gives an overview 
of the number of reports 
made to Action Fraud each 
year, as well as the financial 
loss of these reported 
crimes. The top 3 crimes 
affecting businesses and 
individuals are highlighted in 
this, which helps to inform 
the delivery of key messages 
for specific crimes to target 
audiences, provided with 
notable victimology data. 
Details of this dashboard for 
Warwickshire can be found 
on page 6 of this report. 
 
Trading Standards 
Intelligence Mapping
As part of their work into 

online scams, Warwickshire 
Trading Standards map scam 
victims across the county, as 
means of identifying trends 
and supporting targeted 
work for awareness raising. 
For 2018, two data maps 
were produced in June & 
December, and shared with 
partners to help shape their 
work and delivery of key 
messages. 
 
Sharing of Best  
Practice Nationally 
At national events in 
London, the Cyber Crime 
Advisors have shared the 
work conducted by the 
partnership on a national 
level. From this, it has 
become apparent that 
Warwickshire is ahead 
of most other areas in its 
partnership response to 
cyber crime.
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Victim Support  
Cyber Champions
Warwickshire Victim Support 
has received training on 
cyber crime issues which 
they are likely to encounter 
from individuals accessing 
their services. This is to 
enhance the support 
offered to cyber crime 
victims, so they can receive 
practical advice on how to 
minimise their risk of further 
victimisation. The Cyber 
Crime Advisors continued to 
support the Champions on 
an ad-hoc basis with queries 
they may experience through 
work with victims.

Victim  
Engagements
Taking shape from December 
2018, individual victims of 
cyber dependent crimes 
who report to Action Fraud 
now receive communications 
from the Cyber Crime 
Advisors, in order to offer 
practical advice to any 
victims. Businesses who are 
victims of cyber dependent 
crimes will receive 
correspondence from the 
Business Crime Advisor.

Individuals who fall victim 
to any form of cyber 
crime can call the Victim 
Support victim care team in 
Warwickshire on 01926 682 
693. Lines are open 8am-
8pm Monday to Friday, and 
9am-5pm on Saturdays. If 
you need support outside 
of open hours, call their 
Supportline for free on 
0808 16 89 111 or request 
support via their website.

If you are a small local 
business, and need more 
information and advice about 
your cyber security, you 
can visit the advice pages of 
the Warwickshire Business 
Watch website.

SUPPORTING  
VICTIMS OF  
CYBER CRIME
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ROCU Cyber Pursue Unit
Warwickshire and West 
Mercia Police are slightly 
ahead of other forces with 
their cyber capacity. In 
addition to the Cyber Protect 
Officer, and Digital PCSO 
(funded by the ROCU), a 
Cyber Pursue team has also 
been established in 2018/19, 
to be called upon for any 
serious cyber dependent 
crimes in the region. This 
unit consists of one DS, two 
DC’s and two additional 
police staff. 
 
Trading Standards 
Investigations
Multiple investigations 
have been undertaken 
by Warwickshire Trading 
Standards in 2018/19. This 
has led to the prosecutions 
of a gentleman for the 
online supply of unsafe and 
counterfeit phone chargers 

and cases and a producer 
of fraudulent qualification 
certificates and work permits 
sold online. Additional 
investigations have also 
cracked down on online 
sales of fake jewellery, online 
lettings agents, food ordering 
services and teeth whitening 
sellers. 

Trading Standards  
Website Compliance  
Warwickshire Trading 
Standards have also 
developed a guide for 
Warwickshire businesses’ 
website compliance. Checks 
for this include the sale 
of restricted and illegal 
products, cancellation rights 
and complaints handling. 
128 Warwickshire business 
websites were checked 
initially, showing a 75%  
non-compliance rate.  
All businesses were  
advised on how to reach 
compliance level.

PREVENTING &  
PURSUING CYBER 
CRIMINALS
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Activity to tackle cyber crime 
in its many forms is now 
well embedded across the 
Warwickshire partnership; 
ensuring residents are kept 
safe from these crimes.

With the ever-evolving 
technological landscape, 
new and emerging threats 
will continue to present 
themselves to Warwickshire 
residents, emphasising the 
need for the Cyber Safe 
Warwickshire Partnership 
to adapt to these changes, 
and shape the action plan 
accordingly.

Cyber crime partnership 
work in areas regionally 
and nationally, is lacking, 
highlighting the strength 
of the Warwickshire 
partnership response  
in this field.  
 
Work will continue to 
develop and deliver the 
Cyber Safe Warwickshire 
Action Plan during the next 
year, and beyond, to build on 
its current success.

CONCLUSION
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Social Media & Websites
The following websites and social media pages are used  
by members of the Cyber Safe Warwickshire Partnership:

Cyber Crime Advisors
cybersafewarwickshire.com
Twitter: @CyberSafeWarks
Facebook: Cyber Safe Warwickshire
Instagram: Cyber_Safe_Warks 

Business Crime Advisor
warwickshirebusinesswatch.co.uk
Twitter: @WarksBusiness

Warwickshire Police &  
Digital PCSO
warwickshire.police.uk 
Twitter: @WarksPolice
Twitter: @CyberPCSO
Facebook: Warwickshire Police

Warwickshire  
Trading Standards
warwickshire.gov.uk/tradingstandards
Twitter: @WarksTSS
Facebook: Warwickshire 
Trading Standards

Warwickshire  
County Council
warwickshire.gov.uk
Twitter: @Warwickshire_CC
Facebook: Warwickshire  
County Council

Victim Support Warwickshire
victimsupport.org.uk/help-and-
support/get-help/support-near-you/
west-midlands/warwickshire
Twitter: @VS_Warwickshire
 
 

APPENDIX

Federation of Small 
Businesses (FSB)
fsb.org.uk
Twitter: @FSBWestMids
Twitter: @FSBWarksandCov

Coventry & Warwickshire 
Chamber of Commerce
cw-chamber.co.uk
Twitter: @CWChamber
Facebook: Coventry & Warwickshire 
Chamber of Commerce

Warwickshire County Council 
Education Department  
warwickshire.gov.uk/
schoolsandlearning
Twitter: @WarksEducation

Warwickshire ICT 
Development Service
ictds.org 
Twitter: @ICTDSeSafety
Twitter: @WarwickshireICT 
Facebook: Staying Safe Online

Nuneaton & Bedworth 
Neighbourhood Watch
nbnwa.net
Twitter: @NunBed 


