
 

If You Are Affected 

 If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

 If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   

Tesco to issue 600,000 new Clubcards over 
security issue 

The step has been taken as a precautionary 
measure and the supermarket confirmed that 
no financial data was accessed, and its 
systems have not been hacked. 

The supermarket said that it believed a 
collection of data, including usernames and 
passwords, may have been stolen from 
another organisation and used in order to try 
and gain access to Clubcard accounts. 

The supermarket added it had emailed 
everybody potentially affected, that nobody 
would lose their points and new vouchers 
would also be issued. 

 
 

Top Tips:  

• Always use a strong, separate password to 
protect online accounts that hold your 
personal or financial details. 

• You can use a password manager app, or 
the password manager built into your web 
browser, to securely store all of your 
passwords. 

• Turn on two factor authentication where 
possible - in which a text message or email 
code is required as well as the password. 

• “Don’t forget to install the latest software 
updates so your devices and apps are 
protected against the latest threats. 

Coronavirus scam costs victims over £800k in one month  

Since February 2020, the National Fraud intelligence Bureau (NFIB) has identified 21 reports of fraud where 
Coronavirus was mentioned, with victim losses totalling over £800k.  

Ten of these reports were made by victims that attempted to purchase protective face masks from fraudulent 
sellers. One victim reported losing over £15k when they purchased face masks that were never delivered.  

Reporting numbers are expected to rise as the virus continues to spread across the world. Action Fraud have 
also receive multiple reports about coronavirus-themed phishing emails attempting to trick people into opening 
malicious attachments or revealing sensitive personal or financial information.  

Some of the other tactics we’ve identified from victim reports: 

Fraudsters purporting to be from research organisation’s affiliated with the Centers for Disease Control and 
Prevention (CDC) and the World Health Organisation (WHO) contact potential victims over email. They claim to 
be able to provide the recipient with a list of coronavirus infected people in their area. In order to access this 
information, the victim needs 
to click on a link, which leads to a malicious website, or is asked to make a payment in Bitcoin. 

Watch out for scam messages: 
Don’t click on the links or attachments in suspicious emails, and never respond to unsolicited messages and 
calls that ask for your personal or financial details.  

Shopping Online: 
If you’re making a purchase from a company or person you don’t know and trust, carry out some research first, 
and ask a friend or family member for advice before completing the purchase. Where possible, use a credit card 
to make the payment, as most major credit card providers insure online purchases.  

Protect your devices from the latest threats:  
Always install the latest software and app updates to protect your 
devices from the latest threats.  

 

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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MONTHS TOP TIPS: 

Ransomware is a form of malware that gives 

criminals the ability to lock a computer screen. 

The only way it says it can be unlocked is if 

you pay a ransom fee.   

Avoid Ransomware getting onto your device 

by: 

- not replying to, or clicking links in, unsolicited 

emails 

- only visiting and downloading content from 

websites you know and trust (look for HTTPS, 

an unbroken padlock, or the word ‘Secure’ 

within the address bar) 

- back up your files regularly to an external, 

physical hard drive 

If you have ransomware on your computer: 

- seek professional advice from an IT 

specialist, who may be able to remove 

malware from the device 

- report it to Action Fraud (see details below) 

 

DVLA warns motorists to be aware of scams 
 
DVLA has revealed a 20% rise in scams reported to their contact 
centre, with 1,538 reports about suspected vehicle tax scams 
during the last 3 months of 2019. 
 
DVLA has released pictures of some of the cons being used by 
scammers to trick motorists into handing over their money. 
It comes as new figures show a 20% increase in scams reported 
to DVLA, with 1,538 reports made to agency in the last three 
months of 2019. 
 
The reports of suspected web, email, text or social media scams 
were up from 1,275 in the same period in 2018. DVLA has 
released the images of recent scams reported to help motorists 
be aware of what to look out for and issue a clear warning that if 
something offered online or by text message appears too good to 
be true, then it almost certainly is. 
 
Scammers are targeting unsuspecting customers with links to 
services that don’t exist and messages of tax refunds, all of which 
are fake. 
 
The reports also show that driver and vehicle documents are for 
sale on the internet. DVLA is advising anyone with concerns 
about any calls, texts, emails or suspicious activity online, to 
always report these to the police via Action Fraud immediately. 
 
TOP TIPS:  
 

You should always be cautious when sharing personal 
information online and avoid being scammed by only using 
GOV.UK for government services online, such as the DVLA. 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Action Fraud warning over fraudulent 
website 

Members of the public who are searching 
for the official website (for example on 
search engines) may be directed to the 
following website: 
https://www.actionfraudsolicitors.co.uk/  

Visitors to the site, which is purporting to be 
a legal firm, may then be asked to supply 
personal or financial information. This 
website is not legitimate, is in no way 
connected to Action Fraud and the Cyber 
Prevention and Disruptions team are 
working to get it shut down.   

 

 

 

 

Protect yourself: 

• Under no circumstances would Action 
Fraud request payment for services. 

• Action Fraud or the police would never 
ask you to provide sensitive financial 
details such as your banking passwords 
or PINs. 

• If you have been a victim of fraud or 
suspect a company of fraud please 
contact Action Fraud via the only 
website that is legitimate 
https://www.actionfraud.police.uk/ 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

