
 

If You Are Affected 

 If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

 If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

 Watch out for fake coronavirus-related TV 
Licensing emails 

Action Fraud received over 260 reports in May 
about a coronavirus-related TV Licensing 
scam. 

The emails purporting to be from TV Licensing 
claim that the recipient's direct debit has failed 
and that they need to pay to avoid 
prosecution. Recipients are told that they are 
eligible for a "COVID19 Personalized Offer" of 
six months free. The messages contain links to 
genuine-looking websites that are designed to 
steal personal and financial information. 

 

 

 

 

 

 

 

 

TOP TIPS: 

• Always question unsolicited requests for 
your personal or financial information in 
case it's a scam.  

• Never automatically click on a link in an 
unexpected email or text. 

How to protect yourself if you think you've been affected by the EasyJet cyber breach 

EasyJet has admitted that a "highly sophisticated cyber-attack" has affected approximately nine million 
customers. It said email addresses and travel details had been stolen and that 2,208 customers had also 
had their credit and debit card details accessed. 

The National Cyber Security Centre raised awareness of the cyber breach affecting EasyJet customers. At 
this time Action Fraud are advising the public that if they think they’ve been a victim of fraud as a result of a 
data breach, to report it Action Fraud via the online reporting tool (https://www.actionfraud.police.uk/) or by 
calling 0300 123 2040. 

Here is what to do if you think you have been affected: 

• Phishing – Criminals may use your personal details to target you with convincing emails, texts and 
calls. Be suspicious of unsolicited requests for your personal or financial details. If you receive an 
email which you’re not quite sure about, forward it to the Suspicious Email Reporting Service 
(SERS): report@phishing.gov.uk. 
 

• Financial details – If your financial data was compromised, be vigilant against any unusual activity 
in your bank accounts or suspicious phone calls and emails asking for further information. If you 
notice any unauthorised transactions, notify your bank or card company.   
 

• Passwords –Customers should ensure their passwords are secure. If you have been affected, you 
may want to consider changing passwords for key accounts such as banking. See Cyber Aware's 
advice (https://www.ncsc.gov.uk/cyberaware/home) on creating a good password that you can 
remember, or read the NCSC’s blog post for help on using a password manager  
 
(https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers). 

• Report - If you think you have been a victim of fraud or cybercrime, report it to Action Fraud 
(https://www.actionfraud.police.uk/).  

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
https://www.actionfraud.police.uk/
https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.actionfraud.police.uk/
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MONTHS TOP TIPS: 

Looking after your health and 

wellbeing 

To help yourself stay well while you're 

at home: 

• stay in touch with family and 

friends over the phone or on 

social media 

• try to keep yourself busy – you 

could try activities like cooking, 

reading, online learning and 

watching films 

• do light exercise at home, or 
outside once a day 

 
 

#StayHomeSaveLives 😊 

Animal lovers looking for pets in lockdown defrauded 
of nearly £300,000 in two months 

The scam involves of the purchase of pets where victims are 
putting down deposits for fraudulent adverts they have seen 
online. The adverts that victims have responded to were 
posted on social media, general online selling platforms and 
also specific pet selling platforms. 
 
The criminals posting these ads never have any animals to 
sell and will ask victims to put down a deposit for the pet to 
secure the purchase. They use the outbreak of COVID-19 
and the current lockdown restrictions as a reason why the 
victim cannot come and see the animal first, or pick it up. 
After the initial payment more and more funds will be 
requested to cover insurance, vaccinations and even 
delivery of the pet. 

 
 

To help protect yourself from scams like this: 

• Do your research - Before purchasing anything online, 
including pets, look up reviews for the site, or person, 
you are buying from. If you’re still not sure, ask a trusted 
friend or family member for their advice. 

• Trust your instinct - If you can’t physically go to see the 
animal in person, ask for a video call. If the seller 
declines, challenge them on why. If you have any 
suspicions, don’t go ahead with the purchase. 

• Choose your payment method wisely – If you decide 
to go ahead with the purchase, avoid paying by bank 
transfer as that offers you little protection if you become 
a victim of fraud. Instead, use a credit card or a payment 
service such as PayPal. 

 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Criminals increasingly using PPE as a lure 
in coronavirus-related scams  

Action Fraud has received an increasing 
number of reports about people losing money 
to fraudulent websites selling Personal 
Protective Equipment (PPE).  

 

 

 

 

 
 

 

TOP TIPS 

• Watch out for scam messages: Don’t click 
on the links or attachments in suspicious 
emails, and never respond to unsolicited 
messages and calls that ask for your 
personal or financial details.  

• Shopping online: If you’re making a 
purchase from a company or person you 
don’t know and trust, carry out some 
research first, and ask a friend or family 
member for advice before completing the 
purchase. Where possible, use a credit 
card to make the payment, as most credit 
card providers insure online purchases.  

• Protect your devices from the latest 
threats: Always install the latest software 
and app updates to protect your devices 
from the latest threats.  

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

