
 

If You Are Affected 

 If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

 If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

 Spot the signs of ticket fraud 

As venues prepare to re-open with social 
distancing measures in place following the 
#coronavirus outbreak, we are urging people 
to be wary of fraudsters selling fake or non-
existent tickets to events. 

 

 

 
 

TOP TIPS: 

• Only buy tickets from the venue’s box 
office, official promoter or agent, or a 
well-known and reputable ticket site.  

• Avoid paying for tickets by bank 
transfer. Especially if buying from 
someone unknown. Credit card or 
payment services such as PayPal offer 
greater protection against fraud.  

• Be wary of unsolicited emails, or 
adverts offering unbelievably good 
deals on tickets. If it sounds too good 
to be true it probably is.  

• Is the vendor a member of STAR? If 
they are, the company has signed up to 
their strict governing standards. STAR 
also offers an approved Alternative 
Dispute Resolution service to help 
customers with outstanding complaints. 
For more information: 
star.org.uk/buy_safe 

 Police advice to avoid coronavirus Test and Trace scammers 

As the government's system to trace people who might have come into contact with someone who has 
coronavirus gets under way, police are advising how to spot fraudsters who might use it to scam personal 
details. 

Authentic NHS Test and Trace calls will be from their single number 0300 0135 000 - although there are 
reports con artists can make their call seem like it comes from that number. 

All text or emails sent by NHS Test and Trace will ask people to sign into the contact tracing website and 
will provide you with a unique reference number. We would advise people to type the web address 
https://contact-tracing.phe.gov.uk directly into their browser, followed by the unique reference number given 
to you, rather than clicking on any link provided in the message. The only website anyone should ask you to 
visit is the official NHS Test & Trace website. 

 

 

Contact tracers will never:  

• Ask you to dial a premium rate number (for example, those starting with 09 or 087) 

• Ask you to make any form of payment  

• Ask you for details about your bank account  

• Ask you for any passwords or PINs, or ask you to set up any passwords or PINs over the phone  

• Ask you to purchase a product 

• Ask you to download any software to your device or ask you to hand over control of your PC, 
smartphone or tablet 

• Ask you to access any website that does not belong to the Government or NHS  
 

If you think you have been a victim of fraud, please report it to Action Fraud at 
https://www.actionfraud.police.uk or by calling 0300 123 2040. 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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THIS MONTHS TOP TIPS: 

Book Your Holiday’s safely! 
 
When booking to go away this year, 
always remember the following: 
 
 

• Always use websites which have a 
green padlock and HTTPS within the 
address bar when paying for a 
holiday online.  
 
 

• Verify a company is genuine by 
checking their ABTA/ATOL numbers 
on the ABTA or ATOL websites.  

 
 

• When you are on holiday – DON’T 
post on social media that you are 
away (you might be letting potential 
criminals know your house is 
empty). 

 

 

Fraudsters targeting O2 customers with message asking 
for updated payment details 
 
Scammers are sending fake messages to mobile phone users telling 
them to change their bank information. The fake messages to O2 
customers claim that payments have not gone through, so customers 
need to update their payment details. But the link leads to a fake 
website - where criminals will steal your bank account details. 
 
What to do if you get a suspicious text: 
 

• If you receive one of the text messages, you can make O2 aware 
by forwarding it to 7726. 

• You can also report it to Action Fraud or email the Government's 
new phishing report service: report@phishing.gov.uk 

 
 

What are the signs a message may be fake? 
 

• O2 says it will never email, text or call customers and ask for 
a one-time code, password or other security information set 
up on your O2 account. 

• It says the messages can look very convincing and can 
mimic genuine messages sent by organisations you already 
deal with. 

• The signs a message might be fake include: 

• Spelling mistakes 

• A generic 'dear customer' header 

• Asking you to provide sensitive personal or financial 
information, passwords, or to make transactions by following 
a link in the message 

• Suspect links or a name in the header with extra letters, 
numbers or substitutions. For example, a phishing scam 
trying to imitate O2 might replace the letter 'O' with the 
number zero 

• Being asked to call a certain number you don’t recognise. In 
this case, call your bank on a number that you trust, like the 
one on the back of your card, to check the message is 
authentic 

• Using an urgent tone and telling you to act now. 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

UK Finance warns consumers to beware of 
Coronavirus holiday scams 

Consumers are being urged to be on the 
lookout for holiday scams including fake 
caravan and motorhome listings, refund offers 
and travel deals, as criminals take advantage 
of uncertainty around coronavirus travel 
restrictions and cancellations to target their 
victims and commit fraud. 

 

 

 

 

Always remember: 

• Be suspicious of any “too good to be true” 
offers or prices – if it’s at a rock bottom 
price ask yourself why. 

• Where possible, use a credit card when 
booking holidays over £100 and up to 
£30,000 as you receive protection under 
Section 75. 

• Use the secure payment options 
recommended by online travel providers 
and don’t accept requests to pay 
separately via a bank transfer. 

• Read online reviews from reputable 
sources to check websites and bookings 
are legitimate. 

• Access the website you’re purchasing from 
by typing it in to the web browser and 
avoid clicking on links in unsolicited 
emails. 

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

