
 

If You Are Affected 

 If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

 If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

 New hotline launched to report COVID 
fraudsters 

In an initiative between government and the 
independent charity Crimestoppers, the public can 
now call a new COVID Fraud Hotline (0800 587 
5030) anonymously and free of charge to report 
suspected fraudulent activity. 

Over 150 COVID support schemes have been 
introduced by the government to help those 
struggling financially, but a minority of individuals 
have been abusing these schemes by claiming 
support illegally. 

Although fraud is a hidden crime and can take time 
to be discovered, the public can still look out for 
tell-tale signs. These can include unusual buying 
activity by companies and individuals, as well as 
cold calling by those falsely claiming to be from the 
government, offering money for schemes. 

 

 

 

 

 

 
 

The government has partnered with the 
independent charity Crimestoppers to provide an 
anonymous hotline to gather information to ensure 
it carefully guards public resources paid for by the 
taxpayer for vital services like hospitals and 
schools. 

Watchdog warns charities and the public to protect themselves against fraudsters amid pandemic 

The Charity Commission is warning trustees and donors to strengthen their defences as it fears the pandemic has created 
environments that are enabling charity fraud. The regulator is concerned that remote working and virtual activities and sign-
off processes, combined with charities’ tendencies to place goodwill and trust in individuals, may make them especially 
vulnerable. It says that charities providing services and supporting local communities could be amongst those at risk after 
earlier reports of criminals using PPE as a lure in scams. 

Analysis of frauds reported to the Commission has found that in some cases fraudsters have preyed on people’s fear and 
anxieties. In one case, the regulator saw a fraudster using a beneficiary’s story of personal struggle during the pandemic to 
pressure a charity into making a payment quickly. The regulator also considers that economic hardship may have increased 
perpetrators’ temptation to commit fraud, particularly in cases of insider fraud. It has seen cases of charity employees 
diverting funds into their personal bank accounts and even selling charity equipment for personal gain. 

1. Be fraud aware 

• All organisations are at risk from fraud – being a charity is no defence 

• Be vigilant - in order to fight fraud, you need to find fraud 

• Be sure your trustees, staff and volunteers know how to spot and report fraud 
 

2. Take time to check 

• Ensure your charity has robust financial controls in place and knows how to enforce them 

• Is there a counter-fraud policy that staff and volunteers are signed up to? 

• Trust is exploited by fraudsters – be willing to challenge unusual activity and behaviour, whoever is involved 
 

3. Keep your charity safe 

• Prevention really is better than cure - taking simple steps now will help protect your charity from harm 

• Building a strong counter-fraud culture is vital and will boost your charity’s defences 

• Help is available - seek professional advice if you need to 

• Some charities may not even know they have been defrauded 
 

“Check before you give” 
 

The regulator also fears that the public’s generosity could be abused before cash reaches charities. Action Fraud has 
received reports of a scam email purporting to be from HM Government asking for donations to the NHS during the COVID-
19 outbreak. 
 
Anyone wanting to support NHS charities can search for charities via the new register of charities and should always check 
for a registered charity number before giving. 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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THIS MONTHS TOP TIPS: Social Media 

• Use a strong password. The longer it 
is, the more secure it will be! 
 

• Use a different password for each of 
your social media accounts. 
 

• Manage and regularly check your 
privacy settings. 
 

• Never allow automatic logins. Don’t 
have your computer’s browser 
“remember” your login and password. 
 

• Disable old accounts. 
 

• Be selective when accepting friends, 
posting and clicking. 
 

• Think twice before you post! Consider 
who will be seeing it.  
 

• Avoid posting too much personal 
information. 

 

 

HMRC urges universities to warn new students of tax 
scams danger 
 
Students starting university this year are being warned by HM 
Revenue and Customs (HMRC) that they could be targeted by 
a fresh wave of tax scams. 
 
HMRC has written to universities, through Universities UK, 
asking them to help ensure their students know how to spot a 
scam. Freshers may be more vulnerable to these types of 
scams due to their limited experience of the tax system. 
 
Thousands of these scams were targeted at students and the 
criminals involved appear to have obtained their personal 
university email addresses by unlawful means. These scams 
often offer fake tax refunds or help with claiming Covid-related 
financial support. 
 
Phishing email messages can also provide a gateway for 
criminals. Students who provide personal details in response 
can end up inadvertently giving access to important accounts, 
like email or online banking, leaving scammers free to commit 
fraud and steal their money. 
 
If someone calls, emails or texts claiming to be from HMRC, 
saying that you can claim financial help, are due a tax refund or 
owe tax, and asks for bank details, it might be a scam. Check 
GOV.UK for how to recognise genuine HMRC contact. 
 
HMRC works with the telecoms industry to automatically block 
spoofed numbers used by scammers and since August last 
year, has worked with internet service providers to take down 
nearly 10,870 malicious web pages. 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Watch out for fake Amazon emails!  

Action Fraud received over 270 reports about 
fake emails purporting to be from Amazon.  

The emails state that there is an “account 
issue” and ask recipients to “verify” their 
Amazon account.  

The links provided in the emails lead to a 
genuine-looking phishing websites that are 
designed to steal Amazon login credentials, as 
well as personal and financial information.  

 

 

 

 

 

 

 

 

TOP TIPS:  

• Your bank, or any other official 
organisation, won’t ask you to share 
personal information over email or text. 
If you need to check it’s a genuine 
message, call them directly.  

• Spotted a suspicious email? Forward it 
to the Suspicious Email Reporting 
Service (SERS) – 
Report@phishing.gov.uk  

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/
mailto:Report@phishing.gov.uk

