
 

If You Are Affected 

If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 
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Fraudsters 'targeting Christmas online shoppers’ 

People looking for games consoles, bicycles and clothing may be at a higher risk of encountering a scam, according to 
banking industry research. UK Finance, which represents the finance industry, warned of scams when items were never 
delivered. The average loss in such cases was £720 in the first half of the year. 

The trade body said social media platforms, online marketplaces and auction websites were increasingly being used by 
criminals to carry out these purchase scams, where a customer pays in advance for goods or services that do not exist 
and are never received. These payments are taken off the integrated payment platform and are made through a bank 
transfer instead, and mean people are unlikely to be refunded. More than £27m was lost to such fraud in the first half of 
the year, according to UK Finance figures. It also warned that purchase scams may also involve home improvement and 
DIY purchases such as patio heaters and sheds, as fraudsters adapted to more people staying at home. 

UK Finance data shows that 25 to 34-year-olds are most likely to shop online regularly. Criminals are using the cover of 
Christmas shopping deals to roll out data harvesting scams, attempting to prompt consumers to provide details through 
phishing emails. These messages often advertised cheap goods and could involve fraudsters impersonating genuine 
organisations and businesses. The first UK-wide lockdown led to reports of rising numbers of scam and fraud attempts. 
Figures from Barclays suggested fraud attempts in general were up 66% in the first half of the year compared with the 
previous six months. 

To protect yourself from falling victim to online shopping or auction fraud, remember the following: 

• Choosing where you shop: If you’re making a purchase from a website or person you don’t know and trust, carry out 
some research first.  

• Payment method: Use a payment method that offers buyer protection, such as a credit card if you have one, as most 
major credit card providers  will help you get your money back if the item is faulty or damaged, or if it never arrives. 

• Staying secure online: Use a strong, separate password for your email account. Criminals can use your email to 
access other online accounts, such as those you use for online shopping. You should also enable two-factor 
authentication (2FA), where possible, which gives your online account additional protection by double checking that 
you really are the person you claim to be, when logging in.  

• Watch out for phishing emails or texts: Some of the emails or texts you receive about amazing offers may contain 
links to fake websites. If you’re unsure, don't use the link and visit the website directly instead. If you receive an email, 
you’re not quite sure about, you can report it by forwarding the email to the Suspicious Email Reporting Service at 
report@phishing.gov.uk.  

• When things go wrong: Anyone can fall victim to fraud. If you think you’ve been a victim of fraud, contact your bank 
immediately and report it to Action Fraud online at actionfraud.police.uk or by calling 0300 123 2040. 

Be on the lookout for these FAKE penalty 
charge emails 

The email, which purports to be from HM Courts 
& Tribunal Service, states that the recipient has 
been issues a penalty charge for “the use of a 
vehicle on a road in the charging area which a 
charging scheme applies without payment of the 
appropriate charge.”  

The links provided in the emails lead to genuine-
looking phishing websites that are designed to 
steal personal and financial information.  

 

 

 

 

 

 

 

TOP TIPS:  

• Your bank or any other official organisation, 
won’t ask you to share your personal 
information over email or text. If you need to 
check that it’s a genuine message, call them 
directly from a trusted number.  

• Spotted a suspicious email? Forward it to 
the Suspicious Email Reporting Service 
(SERS) – Report@phishing.gov.uk 

For more information visit 
https://www.gov.uk/government/news/hmcts-
warning-on-email-scams  

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
https://commons.wikimedia.org/wiki/File:Credit-card-1369111.svg
https://creativecommons.org/licenses/by-sa/3.0/
mailto:Report@phishing.gov.uk
https://www.gov.uk/government/news/hmcts-warning-on-email-scams
https://www.gov.uk/government/news/hmcts-warning-on-email-scams
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MONTHS TOP TIPS: 

MONTHS TOP TIP: 
 
Protect yourself from Viruses and Malware:  

• Make sure your computer has 
a firewall and reputable anti-virus 
software. Without these, your 
computer has no defence to block 
infections. 

• Take care downloading files. If you 
don’t know someone who’s sent 
you an email with an attachment, 
or you’re not sure about a website 
offering a file to download, don’t 
do it out of curiosity. 

• Browse safely on the web. Get to 
know the risks and use the same 
level of caution as you would in the 
real world.  

 

 

 

Fake PayPal emails lead to nearly £8 million in losses this year 

Action Fraud is warning people selling items online to be on the 

lookout for criminals sending fake PayPal emails. 

• Between January 2020 and September 2020, 21,349 crime 

reports were made to Action Fraud about fake PayPal emails. 

• Victims reported losing a total of £7,891,077.44 during this time. 

• Those targeted included people selling jewellery, furniture and 

electronics via online marketplaces. 

Reports of fake PayPal emails to Action Fraud made up a third of all 

reports of online shopping and auction fraud during this period. 

Criminals have been targeting people selling items online, by sending 

them emails purporting to be from PayPal. The emails trick victims into 

believing they have received payment for the items they’re selling on 

the platform. Typically, after receiving these emails, victims will then 

send the item to the criminal. This leaves them at a further 

disadvantage having not received any payment for the item and also 

no longer being in possession of it. 

What you need to do? 

• Sellers beware: If you’re selling items on an online marketplace, 

be aware of the warning signs that your buyer is a scammer. 

Scammers may have negative feedback history, or may have 

recently set up a new account to avoid getting poor feedback. 

Don’t be persuaded into sending anything until you can verify 

you’ve received the payment. 

• Scam messages: Don’t click on the links or attachments in 

suspicious emails, and never respond to messages that ask for 

your personal or financial details. 

• If you think you’ve been a victim of fraud, report it to Action Fraud 

online at actionfraud.police.uk or by calling 0300 123 2040. 

 

 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Watch out for HMRC tax refund scams  

Action Fraud are aware of scammers claiming 
to be from HMRC offering financial support as 
a result of coronavirus. 

If you receive a text, email or call claiming to 
be from HMRC that asks you to click on a link 
or give info such as your name, credit card or 
bank details. it's a scam. 

 

 
 
 

 

TOP TIPS 

• Don’t click on the links or attachments 
in suspicious emails, and never 
respond to messages that ask for 
your personal and financial details, 
including requests to send images 
that prove your identity.  

• HMRC will never text, email or phone 
you to ask for bank details, PINS or 
passwords  

• Spotted a suspicious email? Forward 
it to the Suspicious Email Reporting 
Service (SERS) – 
Report@phishing.gov.uk 

• Received a suspicious text? You can 
report it by forwarding them to 7726. 
This enables your provider to 
investigate the origin of the text and 
take action, if found to be malicious.  
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