
 

If You Are Affected 

If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Met someone online? They may not be who you think they are. 

Cyber Safe Warwickshire and Warwickshire Business Watch are running a two-week social media campaign 
from 1st-14th February 2021 to warn residents of Warwickshire and the business industry about the risks of 
Romance Fraud and how to protect yourself from falling victim. Look out for our various information and 
advice posts on the @CyberSafeWarks Twitter, Facebook and Instagram and the @WarksBusiness Twitter. 

What is Romance Fraud?   

When you think you’ve met the perfect partner through an online dating website or app, but the other person 
is using a fake profile to form a relationship with you. They’re using the site to gain your trust and ask you for 
money or enough personal information to steal your identity. 

How it happens 

The majority of accounts on dating websites are genuine people looking for romance, but fraudsters may try 
to contact you by making fake profiles, getting in touch and building what feels like a loving relationship. Once 
a fraudster using a fake dating profile is confident that they’ve won your trust, they will tell you about a 
problem they’re experiencing and ask you to help out by sending money. 

They may have arranged to visit you but need money to pay for the flight or visa. They may tell you everything 
has been booked but their ticket has been stolen, and you need to send money quickly to get them on the 
next flight. Alternatively, they may prey on your sympathies, telling you a family member or someone else they 
are responsible for is ill and they need money for medical treatment. 

Fraudsters may also use the conversations you have to find out enough personal information about you to 
commit identity fraud. They’ll ask innocent-looking questions about you that make it look like they just want to 
get to know you, such as your date of birth, home address or family background. 

How to report it  

It can be embarrassing to feel tricked into thinking you’ve formed a relationship online, but if you tell Action 
Fraud, they can take a report in confidence. Report it to Action Fraud online or call 0300 123 2040. 

 

WARNING: Criminals continue to take advantage of 

coronavirus vaccine roll-out as phishing email 

reports soar 

The email, which attempts to trick people into handing 

over their bank details, was reported more than 1,000 

times in 24 hours. It appears to come from the NHS 

and asks the recipient to click on a link to accept or 

decline an invitation to receive the coronavirus 

vaccine. If they click accept, they are asked to input 

personal information and their bank card details. 

The national reporting centre for fraud and cyber crime 

has previously warned about coronavirus vaccine 

scams, with many people reporting receiving fake text 

messages purporting to be from the NHS. 

How to protect yourself 

In the UK, coronavirus vaccines will only be available 

via the National Health Services of England, Northern 

Ireland, Wales and Scotland. You can be contacted by 

the NHS, your employer, a GP surgery or pharmacy 

local to you, to receive your vaccine. Remember, the 

vaccine is free of charge. At no point will you be asked 

to pay. 

The NHS will never: 

• ask you for your bank account or card details. 

• ask you for your PIN or banking password. 

• arrive unannounced at your home to administer 

the vaccine. 

• ask you to prove your identity by sending copies of 

personal documents such as your passport, 

driving licence, bills or pay slips.  

If you receive a call you believe to be fraudulent, hang 

up. If you are suspicious about an email you have 

received, forward it to report@phishing.gov.uk. 

Suspicious text messages should be forwarded to the 

number 7726 which is free of charge. 

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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MONTHS TOP TIPS: 

Protect yourself from Viruses and 
Malware:  

• Make sure your computer has a 
firewall and reputable anti-virus 
software. Without these, your 
computer has no defence to block 
infections.  

• Take care downloading files. If you 
don’t know someone who’s sent you 
an email with an attachment, or 
you’re not sure about a website 
offering a file to download, don’t do 
it out of curiosity.  

• Browse safely on the web. Get to 
know the risks and use the same 
level of caution as you would in the 
real world. 

 

 

WARNING: National Insurance scam leads to surge in calls to 

Action Fraud 

Victims have reported receiving an automated telephone call telling 

them their “National Insurance number has been compromised” and in 

order to fix this and get a new number, the victim needs to “press 1 on 

their handset to be connected to the caller”. 

Once connected to the “caller”, victims are pressured into giving over 

their personal details in order to receive a new National Insurance 

number. In reality, they’ve been connected to a criminal who can now 

use their personal details to commit fraud. 

How to protect yourself 

If you receive an unexpected phone call, text message or email that 

asks for your personal or financial details, remember to: 

STOP - Taking a moment to stop and think before parting with your 

money or information could keep you safe. 

CHALLENGE - Could it be fake? It’s ok to reject, refuse or ignore any 

requests. Only criminals will try to rush or panic you. 

PROTECT - If you have provided personal details to someone over 

the phone and you now believe this to be a scam, contact your bank, 

building society and credit card company immediately and report it to 

Action Fraud at www.actionfraud.police.uk or by calling 0300 123 

2040. 

You can also contact CIFAS to apply for protective registration. This 

means extra checks will be carried out when a financial service, such 

as a loan, is applied for using your address and personal details, to 

verify its you and not a fraudster. 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Scam Alert: Watch out for emails 
promoting Bitcoin investment scams 

Action Fraud have received over 400 
reports in 48 hours about emails 
advertising scam investments in Bitcoin 
platforms.  

Fraudsters are promising high returns and 
using fake celebrity endorsements and 
images of fake news stories to entice 
people into investing. The links in the 
emails lead to websites that are designed 
to steal your personal and financial 
information.  

 

 
 

 

 

TOP TIPS:  

• Your bank, or any other official 
organisation won't ask you to share 
personal information over email or 
text. If you need to check that it's a 
genuine message, call them directly. 

• Spotted a suspicious email? Forward 
it to the Suspicious Email Reporting 
Service (SERS) - 
report@phishing.gov.uk 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

