
 

If You Are Affected 

If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Public reminded to ‘mullet over’ when it comes to suspicious messages as phishing attempts soar 

Protect yourself 

Fake emails and text messages can be difficult to spot and criminals put in a lot of effort to make their communication 
look legitimate. To keep yourself safe, it’s important to take your time and not act too quickly. Criminals will often use 
threatening language in their scams, giving you a limited time to respond and claiming there will be negative 
consequences (like a fine, or your account being blocked) if you don’t. If the message contains a hyperlink, or 
attachment, don’t open it. 

Be suspicious if you receive an email or text message that you’re not expecting. Often these kind of scams exploit 
current news stories, big events or specific times of year (like tax reporting) to appear more believable. Or, the message 
may be offering something desirable that is in short supply. This is in the hope you will respond quickly so as not to miss 
out on a good deal or opportunity. 

Criminals also use a tactic called ‘spoofing’ to make their call, or text message, appear genuine by cloning the number or 
sender ID which the organisation uses. It’s important to remember if you’re contacted out the blue by someone 
purporting to be from a well-known organisation, asking for your personal or financial details, that this could be a scam. 
Do not respond and hang up the phone. 

If you have any concerns, always contact the organisation directly to check if the communication is genuine before taking 
any action. Visit the official website by typing it directly into your browser, log into your account, or phone their advertised 
phone number. Don't use the links or contact details in the message you have been sent. 

How to report 

• You can report suspicious emails you have received but not acted upon, by forwarding the original message to 
report@phishing.gov.uk. 

• You can report suspicious texts you have received but not acted upon, by forwarding the original message to 7726, 
which spells SPAM on your keypad. 

• If you have provided personal or financial details as a result of a suspicious message, or lost money because of a 
scam, you should report it to Action Fraud at http://www.actionfraud.police.uk or by calling 0300 123 2040. If you live 
in Scotland, you should report to Police Scotland directly by calling 101.  

Currys Scam emails reported over 170 times 

in 24 hours!  

Action  Fraud have received over 170 reports in 

24 hours relating to fake emails purporting to be 

from Currys.  

The emails claim that the recipient can win a 

Samsung S21 smartphone if they follow the 

provided links and participate in a free louyalty 

programme.  

The links actually lead to genuine-looking 

websites that are designed to stral personal and 

financial information.  

 

 

 

 

 

 

TOP TIPS  

• Your bank or any other official 

organisation, will never ask you to share 

personal information over email or text. If 

you need to check that it’s a genuine 

message, contact them directly. 

• Spotted a suspicious email? Forward it to 

the Suspicious Email Reporting Service 

(SERS) – report@phishing.gov.uk 

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire


 

If You Are Affected 

If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

 

 

 

 

 

 

 

 

  

  

 

  

   

 

    

MONTHS TOP TIPS: 

Protect yourself from Viruses and 
Malware:  

• Make sure your computer has a 
firewall and reputable anti-virus 
software. Without these, your 
computer has no defence to block 
infections.  

• Take care downloading files. If you 
don’t know someone who’s sent you 
an email with an attachment, or 
you’re not sure about a website 
offering a file to download, don’t do 
it out of curiosity.  

• Browse safely on the web. Get to 
know the risks and use the same 
level of caution as you would in the 
real world. 

 

 

Beware of holiday fraud as travel restrictions ease 

Tops tip to avoid falling victim to holiday fraud 

• Stay safe online: check the web address is legitimate and 

has not been altered by slight changes to a domain name – 

such as going from .co.uk to .org. 

• Do your research: don’t just rely on one review – do a 

thorough online search to ensure the company is credible. If 

a company is defrauding people, there is a good chance that 

consumers will post details of their experience, and warnings 

about the company. 

• Look for the logo: check whether the company is an ABTA 

Member. Look for the ABTA logo on the company's website. 

If you have any doubts, you can verify membership of ABTA 

online on their website. If you're booking a flight and want 

more information about ATOL protection, or would like to 

check whether a company is an ATOL holder, visit the CAA 

website. 

• Pay safe: wherever possible, pay by credit card. You should 

avoid paying directly into a private individual’s bank account. 

• Check the paperwork: you should study receipts, invoices 

and terms and conditions, and be very wary of any 

companies that don’t provide any at all. When booking 

through a Holiday Club or Timeshare, get the contract 

thoroughly vetted by a solicitor before signing up. 

• Use your instincts: if a deal sounds too good to be true, it 

probably is. 

For a full list of tips to avoid becoming a victim of fraud, please 

visit https://www.abta.com/ti 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

New figures reveal victims lost over £63m to 

investment fraud scams on social media 

How to protect yourself from investment fraud: 

• Be suspicious if you are contacted out the blue 

about an investment opportunity. This could be 

via a cold-call, an e-mail or an approach on 

social media. 

• Don’t be rushed into making an investment. No 

legitimate organisation will pressure you into 

making a transaction, or committing to something 

on the spot. Take time to do your research. 

• Seek advice from trusted friends, family 

members or independent professional advice 

services before making a significant financial 

decision. Even genuine investment schemes can 

be high risk. 

• Use a financial advisor accredited by the 

Financial Conduct Authority. Paying for 

professional advice may seem like an 

unnecessary expense, but it will help prevent you 

from being scammed. 

• Always check theFCA Register to make sure 

you’re dealing with an authorised firm and check 

the FCA Warning List of firms to avoid. 

• Only use the telephone number and email 

address on the FCA Register, not the contact 

details the firm gives you and look out for subtle 

differences. 

• Just because a company has a glossy website 

and glowing reviews from ‘high net worth’ 

investors does not mean it is genuine – 

fraudsters will go to great lengths to convince 

you they are not a scam. 

• Remember, if something sounds too good to be 

true, it probably is. 

 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

