
 

If You Are Affected 

If you fall victim to any scam, report to Action Fraud on 0300 123 2040 or http://www.actionfraud.police.uk 

If you would like support as a result of becoming a victim of any crime, contact Victim Support on 01926 682 693. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

New figures show more than £2.5 million has been lost to criminals through fake pet adverts 

Data from Action Fraud, the national reporting centre for fraud and cyber crime, reveals that £2,638,323 was lost by 
prospective pet owners in the 2020/21 financial year, after they put down deposits for pets they saw advertised online – an 
increase of over 20 per cent  compared to the previous financial year. Capitalising on the rise in people getting pets due to 
the national lockdowns caused by coronavirus, criminals have been posting fake adverts on social media, online 
marketplaces and specific pet-selling platforms. 

Unsuspecting victims will be asked to pay a deposit for the pet without seeing it in person first, with many criminals using the 
restrictions caused by the pandemic as a reason why they cannot see the animal. After the initial payment is made, more and 
more funds will be requested to cover additional costs such as insurance, vaccinations and even delivery of the pet. 

How to protect yourself 

Do your research: if you're making a purchase from a website or person you don't know and trust, carry out some research 
first. Look up reviews of the website or person you're buying from. If you're purchasing an item from an online marketplace, 
you can view the seller's feedback history before going ahead with the purchase. 

Trust your instincts: if you're unable to view the animal in person, ask for a video call. If you're buying a young animal, make 
sure you're able to see the mother and rest of the litter. Any responsible seller will understand why you want to view the 
animal in person. If the seller declines, challenge them on why. If you have any suspicions, do not pay any money until you're 
certain it's genuine. 

Choose your payment method wisely: avoid paying by bank transfer. Credit card or payment services such as PayPal give 
you a better chance of recovering your money if you become a victim of fraud. 

When things go wrong: Anyone can fall victim to fraud. If you think you've been a victim of fraud, contact your bank 
immediately and report it to Action Fraud online at actionfraud.police.uk or by calling 0300 123 2040. 

Action Fraud also advises that the public follow the advice of the Take Five to Stop Fraud campaign to keep themselves safe 
from fraud. 

• Stop: taking a moment to stop and think before parting with your money or information could keep you safe. 

• Challenge: could it be fake? It's okay to reject, refuse or ignore any requests. Only criminals will try to rush or panic you. 

• Protect: if you think you've been a victim of fraud, contact your bank immediately and report it to Action Fraud online at 
actionfraud.police.uk or by calling 0300 123 2040. 

Watch out for scams related to NHS Test and 

Trace 

NHS Test and Trace staff will follow coronavirus 

(COVID-19) guidelines when carrying out 

compliance checks and will only ask you questions 

relating to your duty to quarantine. 

NHS Test and Trace staff should not: 

• enter your home 

• ask you to provide your name - staff will already 

have your name and will ask 'Am I speaking to 

—–?' for you to confirm 

• ask for your National Insurance number, 

telephone number or any other identifying 

information, other than your passport or driver's 

licence 

• photograph your identification document 

• ask for your financial details, such as your bank 

or credit card information 

• ask you for money or issue a fine. NHS Test 

and Trace staff have no legal power to issue a 

fixed penalty notice or a fine. Only the police 

can issue fixed penalty notices for breaching 

quarantine rules 

If someone visits you claiming to be from NHS 

Test and Trace and you do not believe they are 

legitimate, call 999 and ask for the police. 

I've received an email/text suggesting that I will be 

visited, is this legitimate? 

• No – the NHS Test and Trace team will not 

provide prior notification of a visit 

Will NHS Test and Trace staff contact me to tell me 

that they will visit?   

• No – you will not receive prior notification of a 

visit by the NHS Test and Trace team 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
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MONTHS TOP TIPS: 

Protect yourself from Viruses and 
Malware:  

• Make sure your computer has a 
firewall and reputable anti-virus 
software. Without these, your 
computer has no defence to block 
infections.  

• Take care downloading files. If you 
don’t know someone who’s sent you 
an email with an attachment, or 
you’re not sure about a website 
offering a file to download, don’t do 
it out of curiosity.  

• Browse safely on the web. Get to 
know the risks and use the same 
level of caution as you would in the 
real world. 

 

 

Criminals target those looking for love with bogus investment 
opportunities 

Action Fraud is warning romance seekers to be cautious when using 
dating platforms, as new data reveals criminals have already conned 
over £15 million out of unsuspecting lovers with bogus investment 
opportunities.  
 
 
 
 
 
 
 

How to protect yourself 

• No matter how long you've been speaking to someone online, if 
you haven't met them in person, do not send them any money. 

• Don't be rushed into making an investment. Be wary if you're 
being pressured to invest quickly, or promised returns that sound 
too good to be true. Take time to do your research. 

• Research the person you're talking to, as their photos may not be 
genuine. Performing a reverse image search can find photos that 
have been taken from somewhere, or someone, else. 

• Be suspicious if you are contacted out the blue about an 
investment opportunity. Always seek advice from friends or family 
and consider getting independent professional advice before 
making a significant financial decision. 

• Stay on the site's messaging service until you meet in person. 
Criminals want to quickly switch to other platforms that are less 
well regulated and have stronger encryption, so there's no 
evidence of your conversation. 

• You can check if an investment opportunity you've been offered 
could potentially be a scam by visiting the Financial Conduct 
Authority's (FCA) ScamSmart website. 

• Most online platforms have a reporting tool which you can use if 
you suspect someone online is using pictures that don't belong to 
them, you are suspicious of their behaviour, or they have asked 
you for money. Reporting their user profile means it can be 
blocked, which helps protect others. 

Keep up to date with the latest updates on 

Community Safety in Warwickshire. 

Like us on Facebook: 

www.facebook.com/SafeinWarwickshire 

 

Follow us on Twitter: @SafeInWarks 

 

Visit our site: www.safeinwarwickshire.com 

 

 

Watch out for FAKE Natwest emails asking 
you to “verify” your account 

Action Fraud gave received over 255 reports 
in one week relating to fake emails purporting 
to be from Natwest. The emails claim that the 
recipient needs to “verify” their identity in 
order to prevent their bank account being 
suspended.  

The links in the emails lead to malicious 
websites that are designed to steal personal 
and financial information.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TOP TIPS:  

• Your bank, or any other official 
organisation, won’t ask you to share 
personal information over email or test. If 
you need to check that it’s a genuine 
message, contact them directly. 

• Spotted a suspicious email? Forward it to 
the Suspicious Email Reporting Service 
(SERS) – report@phishing.gov.uk 

http://www.actionfraud.police.uk/
https://www.victimsupport.org.uk/help-and-support/get-help/support-near-you/west-midlands/warwickshire
http://www.facebook.com/SafeinWarwickshire
https://twitter.com/SafeInWarks
http://www.safeinwarwickshire.com/

